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• From Jakarta, Indonesia

• Graduated from ITB in 2015 (IF’ 11)

• HENNGE, K.K. based in Tokyo, Japan

• Software Engineer à Division Manager
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Iskandar Setiadi

• PyCon ID
Speaker: 2017, 2019, 2023

• Other PyCons (as Speaker)
Japan (+ Reviewer, Sprint sponsor)
Malaysia
Hong Kong
Italyfreedomofkeima
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Why PyCons?



Security Incidents
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In Indonesia, there’s much less transparency on cyber security compared to other countries. Is it 

caused by system error? Or human error (e.g.: social engineering)?

• 31 million Indonesian passport data leakage by “Bjorka” (2022) à no post-mortem analysis

• 91 million users data leakage on Tokopedia platform (2020) à no post-mortem analysis

• 13 million users data leakage on Bukalapak platform (2015-2017) à no post-mortem analysis

• Security vulnerabilities at Gojek platform (2016) which leads to users data leakage because of 

unchecked Authorization header à Post-mortem: https://blog.gojek.io/security-vulnerabilities-

lifecycle-at-gojek/
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Indonesia

https://blog.gojek.io/security-vulnerabilities-lifecycle-at-gojek/
https://blog.gojek.io/security-vulnerabilities-lifecycle-at-gojek/


In the United States, transparency is prioritized and we can learn easily from past incidents.

• 5.4 million Twitter (X) account handles and phone numbers were leaked because of design 
flaw: Submitting an email address will return associated phone number tied to the account à

https://privacy.twitter.com/en/blog/2022/an-issue-affecting-some-anonymous-accounts

• 140+ million personal data leakage on Equifax platform (2017) because of unpatched 
vulnerability CVE-2017-5638 on Apache Struts2 à https://investor.equifax.com/news-

events/press-releases/detail/237/equifax-releases-details-on-cybersecurity-incident

• More lists: https://haveibeenpwned.com/PwnedWebsites
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World

https://privacy.twitter.com/en/blog/2022/an-issue-affecting-some-anonymous-accounts
https://investor.equifax.com/news-events/press-releases/detail/237/equifax-releases-details-on-cybersecurity-incident
https://investor.equifax.com/news-events/press-releases/detail/237/equifax-releases-details-on-cybersecurity-incident
https://haveibeenpwned.com/PwnedWebsites


“Security is only as 
strong as the weakest 

link”
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From the examples on previous slides:

• Design flaw

• Unchecked authorization header

• Unpatched known vulnerability (CVE)

A lot of security incidents are 
caused by a pretty 

straightforward trick.
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Weakest Link



Is your system safe?
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“No”
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Does your system have…
monitoring for suspicious activities?

regular security checks?
real-time up-to-date dependencies?

attacker who tried to get in?
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The absence of evidence
is not the evidence of absence
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Bug Bounty Programs



Common Pitfalls
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Let’s build a security wall!
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Wait a minute…

I have followed the framework documentation to read & write cookies ✅
I have set ”httponly” and “secure” attributes ✅
It should be safe, right?
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ß We often 
immediately 
read this part

ß But we 
rarely read this 
part



Fortunately, I store users’ info in Redis.
I’m safe!
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Let’s analyze…
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No one can bruteforce UUID! Unless …



Let’s sanitize cookie value and store it as JWT.
I’m safe!
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Common Mistakes
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Common Mistakes

• Weak signing key such as “secret”
• For public Github projects, common issue is pushing this secret to the 

codebase

• JWT is decoded but signature is not validated (PyJWT enforces validation 
by default but there are a few libraries out there which don’t follow proper 
standards)

• Payload contains private / sensitive information
• JWT is issued but other cookies are issued for simplifying 

implementations and these other cookies are not signed
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Examples



That’s all, right?
I’m safe…?
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So far, we only discussed about the session 
cookie (/ in local storage) issuance part.
What’s about the process in-between?
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SAML assertion signature is not validated

A single line is all that matters.
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SAML is hard, don’t reinvent the wheel when it’s possible

Github

Microsoft

Paper that explains a lot of attack vectors



Developers: “Let’s make our system as generic 
as possible by supporting A, B, C, etc!”
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Replay attack in microservices

Client

https://check-and-issue-token.example.com/

https://use-token.example.com/?token=abcd

Redirect with token=abcd
Is it short-lived?

Is it OK to repeat? Do we need a nonce?



OK, I understand common pitfalls in AuthN/Z 
process. What’s next?
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Broken Access Control (Object Level Authorization) à #1 in OWASP

• Validation is only implemented on the front-end component
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Broken Access Control (Object Level Authorization) à #1 in OWASP

• User role is not validated properly
• User can access admin’s route

• Unauthenticated user can access 
endpoints that should be 
protected à
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Broken Access Control (Object Level Authorization) à #1 in OWASP

• Multi-tenancy is not implemented properly
• User can access resources from other tenants (a.com user can access b.com resources)

• Resource object is not tied to a user properly

Transaction ID: 1234
User: A
Tenant: example.com

Transaction ID: 2345
User: B
Tenant: example.com

Allowed : /api/example.com/transaction/1234
Not allowed : /api/example.com/transaction/2345 à not checked



Image upload vulnerability (ImageMagick) 
affecting Bukalapak, Tokopedia, and many other 
vendors in 2016

Write-up by Herdian Nugraha à

https://id.techinasia.com/talk/bagaimana-saya-
hack-situs-besar-indonesia-dengan-gambar
(CVE-2016-3714)

Lesson learned:

• Never trust user’s input

• Keep up-to-date with zero-day vulnerabilities
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Malicious user input

https://id.techinasia.com/talk/bagaimana-saya-hack-situs-besar-indonesia-dengan-gambar
https://id.techinasia.com/talk/bagaimana-saya-hack-situs-besar-indonesia-dengan-gambar


There are a lot of possible cases to check!
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• People
• Awareness of best security practices (this part)

• Process
• QA and regular security checks

• Technology
• Automating tests (will be explained later)
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Swiss cheese model in PPT



Tools
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OWASP ZAP
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Burp Suite
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SAMLRaider (Burp Extension)



44Taken from https://www.apisec.ai/blog/burp-suite-vs-zap

https://www.apisec.ai/blog/burp-suite-vs-zap
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Nuclei

Useful for testing known CVEs & 
famous open source projects 
(Airflow, Grafana, Kibana, 
Prometheus, etc)
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openapi-fuzzer

If you’re using frameworks that 
support OpenAPI (e.g.: FastAPI), 
you can also use Fuzzer tools to 
test the behavior of your 
application.

While it’s mainly used for checking 
functionalities correctness, it could 
also potentially detect incorrect 
logic that might lead to security 
holes. 



Lesson Learned
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Try to break your own system
before someone else breaks it
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Try to minimize reinventing the wheel
Focus on delivering value & solving real problems  
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Apply principle of least privilege
Minimize attack surface when it’s possible
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No monitoring ≠ no security incident
Always be ready for incident (runbook, incident 

response team, etc)
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Keep up-to-date with security news
(Zero-day vulnerability)
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Last but not least,
Human is often the weakest link

Raise awareness, reduce social engineering attack
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• Threat
• Don’t trust AI-generated code (e.g.: 

Copilot) blindly

• New attack vectors generation

• Phishing

• GAN

• and many more

• Opportunity
• Automate security checks (e.g.: Firewall, 

threat anaylsis)

• Automate code tests generation
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AI: Threat? Opportunity? Both?
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HENNGE is hiring!

Mid-career Internship
This slide is also available at
https://freedomofkeima.com/pyconid2023.pdf 
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Upcoming Next



Terima kasih!

Hatur nuhun!

Thank you!

ありがとうございます！
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